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SECURE

Out-of-Band Management

CDI Proprietary & Confidential
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Ouvut-of-Band Manage“é“' e Communicdt_i;:n Devices, Inc: /

€ Direct "console access" to network routers, firewalls, servers and
other systems infrastructure

€ Connection OUTSIDE the main network bandwidth - via traditional
phone circuits, cellular wireless services or secondary private/public
IP networks

Power control as necessary to restart or reboot attached
components

Security restrictions to prevent outsiders from entering
network via an out-of-band connection
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CDI Design Principles 7 .\ Gommnicatioh Devices, Inc: Z

Deploy built-in security, to eliminate dependency on the
network or other systems for secure operation

Gain control over remote devices for deployment,
configuration and management

Respond quickly to failure events, including underlying
network failures

& & & Q@

Simplify management of devices across large-scale
networks for multiple administrators
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& Port Authority 100 Series (PA-100)
FIPS 140-2 validated and FISMA-high approved devices
for government customers

& Port Authority 200 Series (PA-200)
PCl compliant, two-factor authentication devices for
financial and commercial customers : @ ﬁ ,@

C"‘-

& Out-of-Band Manager (OBM)
Multi-user, SQL-based management software for system
configuration and secure administrator access
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b

Designed for all OOB access
Bundled feature set
Cost-effective

Secure two-factor authentication

The PA200 series was designed from the ground up to

provide the highest level of security at the most efficient price
RADIUS' TACACS + ’ SNMP at NOC. point. RADIUS, ACE, or TACACS, for true Ouf of Band

management access.

On-board RSA SecurlD authentication
(secure access in the event of a network failure)

Wired / Wireless / Network connectivity options

QQ QQQRQAQRQ

OBM Enterprise Manager enabled
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CELL ADDRESS

Simple Setup
199.199.199.100
10.64.XXX.XXX

& Laptop or VMWARE Slice | AT Client
& Ethernet cable to PA111 Client —

—\
/ \I HOST2 HOST1 N RK  TELCO 12VDC-1 2AMP

& Remote PA155 + PCM !
Laptop or VMWARE Slice

199.199.199.1

& Host1 to console port — straight cable

& Power connection from PCM to router

CELL ADDRESS POWER CONTROL

& Control with RJ11 to PCM1 10.64.XXK XXX
PA155 REMOTE

POWER INPUT

POWER INPUT

A e

POWER OUTPUT

REMOTE ROUTER

SERIAL CONSOLE

© 2021 Comm Devices Inc.



7
Communication Devices, Inc.

PA200 OOB ' | . | CDI

Noc 2FACTOR
Network AUTHENTICATION |
NOC and Encrypted Telco

= Solution
PA222
S e PETN

NETWORK

ENGINEER séu = 2 PAGTOR
_ S} AUTHENTICATION
~==|7 " and Encrypted -~

TACACS+ |
3 Coluldr Solution
PA222 R
sH 3 7 A
s
y

TAGACS+
NETWORK 4

ENGINEER = PRIVATE
PA222 CELLULAR

. L. NETWORK
TAGACS+
NOC 0O0B
2 FACTOR

NETWORK Encryptors AUTHENTICATION

ENGINEER TACACS+ and Encrypted
Network Solution

‘g @
N T —
PRIVATE
WAN

2
X

TAGACS+

OBM/DDM RADIUS or NETWORK
MANAGER TACACS+
SERVER
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CDI TRIAXX devices GUARANTEE

Connectivity by three comms methods built in.

« LTE is best and most cost effective.

« TELCO - if no LTE then use existing
TELCO for OOB.

v NETWORK - if no LTE and no TELCO then
use NETWORK for pretty good OOB

“PGOOB"”. — or combine with LTE or
TELCO
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PA-200 Configural'ion d?ﬂ'ions Communication Devices, Inc: /

m?orzuumomwzﬂ .I & 2 por"l' W/ ] & 2 eX'I'ernal PCM

SECURE COMMUNICATION MODULE

A s e e M

- oW CONTROLD CONTRIULID CONTRELLED CONTROULE = A T ————
2y o~ SECURE COMMUNICATION MOOULE /!
4 Port w/ power outlets i ‘ fi a0 S 0

N SECURE COMMUNICATION MODULE TSR comecrons
SERAL SERAL {
8 Port w/ 8 external PCM . TS s s oW s o sew s s o e
| :
1 CAUTION

HOST4  HOSTY  HOST2  MOST: g HOST4  HOSTS  HOST2  HOS HOST4 2 HOST! NETWORK TEL(
2 HOST¢  MOSTY HOST2  HOST! HOSTS  HOS" mw&
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8 Ports, 8 Power- duaf

& Dual 20 AMP Power Inputs
& 8 Power Controlled Power Outlets CDI PA288x Secure Out of Band Management Appliance
@ Redundant Power Supplies Tri-aXXess has CELL, TELCO and NETWORK built in

& 8 Serial Console OOB Ports

& Internal Cellulars LTE Module e :ﬁ -L-u “u- -11-- G ik Ij
& Internal Analog TELCO Modem |
& 10/100 Network Interface

& Strong 2 Factor Authentication E@@@@ L @@@@ rﬁ.

& AES Data Encryption Cemeem—. | mare FeoH® SEAGAE FumenS  FwnEAmes mare Femohn e o w

- e - )

& Enterprise Manager
& PCI, HIPPA Compliant
& Real Time Reporting
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& Available for PA-100 and PA-200

¢ Integrated or attached, depending on device model
o Controlled via RJ-11 cable using TTL signals

o One-for-one on any circuit to handle larger loads than power
strip-type switch devices

o 10amp and 20amp versions 110/230v

& Multiple international configuration options
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PCM 6/10

° ] ] OVC‘C ] Oamp ?{//dmﬁmmoswcu;

POWER CONTROL MODULE-1
CROuT

& 230vac 6amp i

S8z  BREAKER

PCM 16/10

@ 110vac 20amp
& 230vac 16amp
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OBM User Interface

Out of Band |

Communication Devices, Inc.

¥

7/

g e 2 9 %9 De B 2 E]
3 éj D) & a6 B : > = E
Access Users RSAAdd User Groups Token Groups Remote NOC Sites Chent Device Ports UnAssigned Termnal  NOC Site License
Calendars Search User Batch Management || Management || Sites Devices Search Devices Management || Management
L “Users | Tokens | ce: | Geenses |
Groups 2 T.'_s_c—rr-‘;ana;'cr‘ter‘t © (Groups: Tempiste @ vxro;:-ftci:;T:s‘__‘b_C‘O X
& Open [ Delete " | NOC Sites: _fest_Noé - | Columns Auto Size. &) Programming ~ &) Connectto (i Discover & Create~ -
- RSN it Propestes | System Optons | Intemal Modem | Devie Audt | Devie 87205 |
! UnAssigned Devices : )
&3 NOC Sites Type [Port Authority-222 ~|ID-sN PA22-214-005270 | Status Ide X | License un
| O || oevice Confrms 2221 | version [10.13.24 ¥/ Network Enable
-4 . G Name [PA222_CLient | Flash Message x|
(-} Remote Sites L Sl L J VIAES 125 Enable
L@ Test_Group_sites Asset Tag \ Licenses Avaiable |19 | [ Add to Cient Dialout List Access Methods
 Client Devices " |Enable Cell Syslog Gateway vV RawTCP -
a4 Users
= Program Users in Cient Device V! Modem
~@ Ports
Remove from Preferred Client List V|SSH Enable
Management Communication Modem
Primary  [Network (drect) ]| paingType (O8M Database Dalng .. |
Secondary  |Network (drect) «| || PBX Access Code |
dwmnal Commymication N.fwnrlr(drprﬂ 53 Domestic Access Code
i
Drag a column header here to group by that column
De... A Clent ID Device Type Device Mode ID-SN Phone... IPA.. Cellu..
phzza..._|pazz2is.. por T T 9 2
Programming a
i Pause 3 Delete 3§ Terminate
Device Operation Status Communication Type Description
I Groups | :,:.!armvf Programming

© 2021 Comm Devices Inc.



Government Customerﬁ/
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1789

NGAI

The National Guard Association of the United States

i IRS

Department of the Treasury
Internal Revenue Service

Transportation Security
Administration
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Get in touch with us...

85 Fulton Street Adam Cady
Boonton, NJ 07005 732-423-2000
973-334-1980 adamcady@commdevices.com

www.commdevices.com

Thanks! We appreciate the opportunity to work with you.
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